


 
3. Specific details of the implementation plans for Heidi AI, including any timelines, 

milestones, and resource allocations 

Please refer to Documents 5, 6 and 7. 

4. A summary of the risks identified in relation to Heidi AI, including any risk management or 
mitigation strategies discussed 

Please refer to Documents 3, 5, 9 and 10. 

5. Records of governance discussions or meetings regarding the Heidi AI project, particularly 
those addressing oversight, accountability, and ethical considerations 

Please refer to Documents 1, 3, and 4. 

Some information within these documents has been withheld under the following sections of 
the OIA:  

• 9(2)(b)(ii), as if released, it would be likely unreasonably to prejudice the commercial 
position of the person who supplied or who is the subject of the information. 
 

• 9(2)(a), to protect the privacy of natural persons. 

• 9(2)(g)(i), to protect the effective conduct of public affairs through the free and frank 
expression of opinions. Releasing the information would mean that the relevant staff will not 
be willing to convey their unguarded opinions in future, which is a core part of their role.   

Where we have withheld information under section 9(2) of the OIA, we have considered any 
countervailing public interests in the release of this information. We do not believe that the public 
interests outweigh the need to withhold in this instance.  

How to get in touch 

If you have any questions, you can contact us at hnzOIA@tewhatuora.govt.nz. 

If you are not happy with this response, you have the right to make a complaint to the 
Ombudsman. Information about how to do this is available at www.ombudsman.parliament.nz or 
by phoning 0800 802 602.  

As this information may be of interest to other members of the public, Health NZ may proactively 
release a copy of this response on our website. All requester data, including your name and 
contact details, will be removed prior to release.  

Nāku iti noa, nā  

 
(PP) 

Danielle Coe 
Manager (OIAs) – Government Services 
Health New Zealand | Te Whatu Ora 
  



 

TeWhatuOra.govt.nz 
Health NZ, PO Box 793, 
Wellington 6140, New Zealand 
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item) 
25 October 2024 
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sections: 
• 9(2)(b)(ii) 
• 9(2)(g)(i) 
 
  

2.  AI Heidi Pilot Trial – Protocol 
Dated: 10 May 2025 

Released in full.  
 

3.  Ambient AI Scribes – What Good Looks 
Like 
 
Attachment: National AI & Algorithm 
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Released in full.  
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Health & Health New Zealand 
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Released in full.  
 

11.  Heidi Enterprise Implementation 
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12.  Heidi AI Scribe AI Security Assessment 
Report 22 October 2025 

Released in full.  
 

13.  Enterprise Services Agreement – Heidi 
Health & Health New Zealand 

Document withheld in full under 
section 9(2)(b)(ii) of the OIA. 
 

 







AI Heidi Pilot Trial - Protocol 

Date: 10/05/2025 
Version: 2 
Author: B Pearson, CMO 

Background 

Artificial Intelligence (AI) has an evolving list of applications, not least within medicine.  Heidi is an 

ambient AI tool that can be used during a consult to ‘listen’, transcribe and summarise the consult 

into a desired output, e.g., clinic letter.  There are several AI ambient software options available in 

New Zealand, none of which are in use by Health New Zealand.  The rationale for piloting Heidi, 

relates to its cost, simple user interface and the fact that it is being readily used in both primary care 

and private secondary care clinics across Hawke’s Bay. 

Rationale for piloting ambient AI 

Health targets has been a priority for the current Government, along with the expectation to deliver 

more volume.  Many districts are operating at capacity, hence the need to explore options that could 

potentially increase clinician productivity that are cheaper than outsourcing to the private sector.  

Studies using a small volume of participants have been reported in the literature regarding the use 

of Heidi. The studies claim Heidi can reduce clinician admin time, cognitive burden and thus improve 

overall wellbeing of the clinician.  To date there are no studies that test whether the reduction in 

admin time, correlates to an increase in productivity. 

Primary Outcomes for pilot 

1. Does Heidi improve productivity?

2. Does Heidi improve clinician wellbeing?

Ethics & Endorsements 

• Ethics approval deemed unnecessary by central region committee as pilot more in line with

a quality improvement project than research project.

• Endorsement for pilot to proceed across Hawkes Bay and Whanganui granted by the Deputy

Chief Executive Central Region, Robyn Shearer.

• Acknowledgement of pilot granted by National AI governance group, with expectation that

pilot outcomes reported back to group.

• Privacy impact assessment (PIA) for HNZ awaiting feedback on second draft.

Use of Heidi during pilot expectations 

• Consent to be obtained verbally from all patients.

• Do not record patient NHI’s in Heidi or during the consult.

• Ensure consults are deleted from Heidi after 7 days.

• Do not retain text transcripts of consults.

• All Heidi outputs must be reviewed and fact checked.

Outline of pilot 

Heidi will be assessed in 2 phases, the first in ED and the second within the outpatient setting.  A 

total of 40 clinicians will be used across Hawkes Bay and Whanganui.  Clinicians eligible for the study 

include senior medical officers (SMO), resident medical officers (RMO) at registrar grade and above, 

nurse practitioners and specialist clinical nurses.  The descriptors for each phase are as follows: 
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AI Heidi Pilot Trial - Protocol 

Date: 10/05/2025 
Version: 2 
Author: B Pearson, CMO 

Phase 1: Emergency department setting 

Clinician Eligibility: SMO/RMO & Nurse practitioners (max of 10 in each site) 

Pilot duration: 2 months 

Heidi potential uses: 

• During a consult; 

• Batch recording of consults with a view to completing clinical record after seeing multiple 

patients; 

• Dictation of encounter after seeing patient – does not need to be as structured when 

recording a note as is often used to dictate a letter; 

• Summary of discussion between colleagues; 

• Capturing discussions during a resuscitation; 

Capturing consultation data: 

• Clinicians to provide Hendrix (Heidi franchise) with template designs for desired consult 

output in advance of pilot or during pilot as need evolves. 

• Clinician uses either their phone or a microphone attached to a computer to record the 

encounter. 

• Output from Heidi is transferred to clinical portal or relevant clinical application, after 

cutting & pasting the note. 

Measuring outcomes: 

1. Using business intelligence data, assess average number of consults seen per shift by each 

clinician 1 month prior to the pilot and then at Month 1 and Month 2 of the pilot. 

2. Questionnaires relating to wellbeing (attached) to be completed before the pilot, at the end 

of Month 1 and end of the pilot. 

3. Focus group to be arranged at end of the pilot that asks members the following: 

a. How would you rate the quality of your notes using Heidi? 

b. How have you used Heidi during the pilot? 

c. What feedback have you had from your patients? 

d. Has Heidi changed the way you interact with patients? 

e. Is Heidi a feasible solution for your environment? 

f. Have you identified any concerns with using Heidi? 

End of Pilot: 

• Clinicians undergoing the pilot may continue using the license for the remainder of the year, 

with the expectation the above outcomes will be reassessed as a part of a quality 

improvement process throughout this time. 

 

Phase 2: Outpatient setting 

Clinician Eligibility: 

• SMO/RMO & Nurse practitioners/Clinical nurse specialists (max of 12 in each site) 

• Clinicians must participate in outpatient clinical work 



AI Heidi Pilot Trial - Protocol 

Date: 10/05/2025 
Version: 2 
Author: B Pearson, CMO 

Pilot duration: 3 months 

Heidi potential uses: 

• During a consult in outpatient or the acute setting. 

• Dictation of encounter after seeing patient – does not need to be as structured when 

recording a note as is often used to dictate a letter; 

• Dictation of non-contact appointments - does not need to be as structured when recording a 

note as is often used to dictate a letter; 

• Summary of discussion between colleagues; 

• Capturing discussions during a resuscitation; 

Capturing consultation data: 

• Clinicians to provide Hendrix (Heidi franchise) with template designs for desired consult 

output in advance of pilot or during pilot as need evolves. 

• Clinician uses either their phone or a microphone attached to a computer to record the 

encounter. 

• Output from Heidi is transferred to either clinical portal or dragon one (clinic letters), after 

cutting & pasting the note. 

Pilot structure: 

A standard clinic varies between specialities.  Using medical specialties as an example, a standard 

clinic is 2 new patients and 5 follow ups.  Over 3 months Heidi will be reviewed as follows: 

Month 1 – clinician familiarises themselves with Heidi and how to use it. Clinician will do standard 

clinics. 

Month 2 – clinician’s standard clinic will increase with an additional follow up patient, e.g., 2 new 

patients and 6 follow ups. 

Month 3 – clinician’s standard clinic will increase with an additional new patient/first specialist 

appointment, e.g., 3 new patients and 5 follow ups. 

Measuring outcomes: 

1. Using business intelligence data, assess number of patients seen per clinic by each clinician 1 

month prior to the pilot.  Reassess clinic volumes at the ends of Month 1,2 and 3 of the pilot. 

2. Questionnaires relating to wellbeing (attached) to be completed before the pilot, at the end 

of Month 1, 2 and 3. 

3. Focus group to be arranged at end of the pilot that asks members the following: 

a. How would you rate the quality of your notes using Heidi? 

b. How have you used Heidi during the pilot? 

c. What feedback have you had from your patients? 

d. Has Heidi changed the way you interact with patients? 

e. Is Heidi a feasible solution for your environment? 

f. Have you identified any concerns with using Heidi? 

g. Is it feasible to increase your clinic capacity as a result of using Heidi? 

End of Pilot: 



AI Heidi Pilot Trial - Protocol 

Date: 10/05/2025 
Version: 2 
Author: B Pearson, CMO 

• Clinicians undergoing the pilot may continue using the license for the remainder of the year, 

with the expectation the above outcomes will be reassessed as a part of a quality 

improvement process throughout this time. 
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Ambient AI Scribes – What 
Good Looks Like 

 

 

Advancements in artificial intelligence (AI) are driving significant transformations in healthcare. 

Ambient AI scribes are a new category of AI technology that captures and summarises 

conversations between clinicians and patients into structured medical notes. These tools are 

increasingly being adopted across the healthcare sector, with multiple vendors offering similar 

solutions. Given this growing landscape, it is crucial to establish clear expectations for their 

deployment within Te Whatu Ora – Health New Zealand (Health NZ). This document sets out 

Health New Zealand’s requirements for AI scribe vendors and provides implementation and 

evaluation details for Health NZ staff. 

Understanding the Technology 

Understanding the technology behind AI scribes is critical to ensuring their safe and effective use 

within Health NZ. To better understand the technology, three key areas are considered; data, 

model and the monitoring process. 

Data 

Health NZ requires a clear understanding of the data processed by the AI scribe, including how 

and where Health NZ data will be processed and the plans for its secure disposal.  

Transparency in the development process is essential, as it provides insight into how the tool has 

been built, the development process for future functionalities, and highlights any potential 

limitations arising from its design. Without a well-defined and structured approach to introducing 

new features, patient privacy and clinical safety may be compromised.  

The training data used to develop the AI scribe must be diverse and relevant to the intended 

healthcare application. Overseas-developed commercial products will likely require localisation to 

fit the New Zealand healthcare context. Health NZ will need to understand how the localisation will 

occur, including whether the process will require data sourced from Health NZ’s consumers and 

what measures will be in place to ensure ethical and secure data use. Furthermore, Health NZ will 

need clarity on whether consumer data will be used for ongoing AI development or to improve the 

AI tool.  

The processing of clinical conversations constitutes personal information and is subject to the New 

Zealand Privacy Act. The Act allows processing of personal information in jurisdictions with privacy 

regulations comparable to those of New Zealand. Therefore, Health NZ must have a clear 

understanding of where this information is processed, including any third parties or sub processors 

involved in data handling on behalf of the vendor.   
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Model Architecture 

AI scribes generally operate in two key steps: first, a conversation is converted into a transcript, 

and a large language model processes the transcript to generate a clinical document. Health NZ 

requires an understanding of both steps to identify potential limitations, develop mitigation 

strategies, and collaborate with vendors to address any concerns. 

There are numerous models available for voice-to-text transcription, but these are typically 

developed by international companies and often have limited capability in recognising Te Reo 

Māori and other languages spoken by minority communities in New Zealand. Therefore, Health NZ 

requires a clear understanding of the steps vendors are taking to localise their product to the New 

Zealand context. 

Once a transcription of a conversation is generated, a large language model is prompted to 

generate a clinical documentation. The exact structure of the clinical documentation is dictated by 

the prompt used and curated examples. This process presents several risks which Health NZ 

seeks clarification on:  

1) Large language models are known to have inherent bias and can ‘confabulate’. We seek 

evidence that these areas have been evaluated, and steps taken to mitigate these factors.  

2) Health NZ is a large organisation with different ways of documentation across the organisation. 

We need to understand the vendor’s level of control over developing new prompts to suit 

Health NZ’s requirements and whether data from Health NZ is required in the process to fine-

tune or improve the tool. 

3) Health NZ anticipates that vendors will regularly update their AI scribe products to enhance 

performance and introduce new functionalities. Although continuous improvement is desirable 

for Health NZ, these updates will introduce potential risks. Health NZ requires clarity on the 

update process including the testing process conducted before deployment and the parties 

responsible for monitoring performance post-update to ensure safety, reliability. 

AI scribes are new tools for Health NZ and are taking a cautious approach to their use and 

implementation within the organisation. Understanding the model’s provenance is essential for 

assessing its reliability, safety, and suitability for clinical use. Transparency in these areas will help 

Health NZ to effectively evaluate the product and support its safe implementation.  

Monitoring 

Ensuring the accuracy of AI generated outputs is one of Health NZ’s primary concerns with AI 

scribe tools. Errors in medical documentation can lead to clinical mistakes, compromise patient 

safety, and result in serious harm. Given these risks, Health NZ seeks understanding on the 

process taken to ensure accuracy, relevance, and consistency of the generated content from the 

AI tool.  

This will require understanding of both pre-release testing and a monitoring process as part of 

routine use. The monitoring process should include system-level reporting, such as tracking the 

extent of clinician modifications to AI-generated content, as well as a structured mechanism for 

feedback and continuous improvement, such as flagging incorrect summaries. In cases where 

inaccurate summaries are generated, vendors must have a clear policy for managing these 

discrepancies, including an established process for investigating root causes, and implementing 

improvements. Health NZ expects vendors to demonstrate how they will use clinician feedback to 

refine model performance and prevent recurring errors. 
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Impact on Patient and Clinical Workforce 

Clinical Workforce Impact 

AI scribes represent a significant shift in clinical documentation, changing the way medical notes 

are generated and requiring adjustments to existing workflows. With AI scribes, clinicians' internal 

reasoning, observations, and decision-making processes will need to be verbalised for the tool to 

capture and structure information appropriately. This change may require clinicians to adjust their 

consultation style, ensuring that key clinical details are spoken aloud rather than assumed as 

implicit knowledge. Vendors must support this transition through education and training 

programmes that help clinicians adapt their communication. The training will need to include best 

practices for verbalising key clinical details, strategies for structuring consultations to ensure 

accurate AI-generated notes and understanding potential limitations of AI-generated 

documentation. A structured onboarding process will be essential to ensure clinicians feel 

confident in using AI scribes effectively while maintaining high standards of documentation 

accuracy and completeness. 

The role of clinicians in reviewing and validating AI-generated documentation is critical to ensuring 

accuracy, safety, and reliability. Clinicians ultimately remain responsible for their notes, and AI-

generated outputs must not bypass their clinical oversight. Clinicians will need to have the ability to 

review AI-generated content immediately before it is finalised in the patient record. The system will 

need to allow for easy editing, correction, and refinement of notes to ensure clinical accuracy. 

There should be a clear audit trial between AI-generated content and clinician modifications. 

Without proper oversight, there is a risk that inaccurate or incomplete notes could enter the patient 

record, leading to potential clinical errors.  

Lastly, clinicians must have the ability to enable or disable AI assistance at their discretion. There 

will be scenarios where the use of an AI scribe may not be appropriate, such as highly sensitive 

conversations or cases where a clinician prefers traditional note-taking methods. Vendors should 

provide clear guidelines on how and when clinicians can toggle AI scribes on or off. 

 

Patient Perspectives 

Patient consent is required before an AI scribe can be used in a clinical setting, ensuring 

transparency and maintaining trust between healthcare providers and patients. The consent 

process must be clear, comprehensive, and structured, allowing patients to make informed 

decisions about the use of AI scribes in their care. Health NZ will require a clear understanding of 

the consent process to effectively communicate with our patients. The consent process will need to 

address the following areas: 

1) How patient data will be used, including whether it will contribute to the improvement of the 

vendor’s products or the further development of the AI tool. 

2) The involvement of any third-party vendors or partners in enabling or supporting the AI scribe. 

3) Clear details on who will have access to stored data, including whether it can be accessed for 

secondary use. 

In situations when patients choose to opt out of AI scribe use, there must be a clear and 

established process to ensure their preference is respected without disrupting their care.  
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Evaluation  

The evaluation of AI scribe tools will determine whether these emerging technologies can reduce 

the administrative workload of clinicians at Health NZ. This assessment will integrate both vendor-

supplied performance data and direct feedback from clinical users. The goal is to evaluate the 

benefits of AI-powered scribing solutions while ensuring high standards of clinical accuracy and 

quality of care are maintained.  

 

System measures: 

Although specific data requirements may vary depending on each vendor’s technical capabilities 

and data collection methods, the following metrics are recommended: 

1. Usage analytics by user (and service where appropriate) [obtained from vendor] 

a. Number of sessions/encounters processed: Total count of documented clinical 

interactions using the AI tool. 

b. Session completion vs. abandonment rates: Ratio of fully completed sessions to 

those started but not finalised.  

c. Duration of recording sessions: Average length of each AI-assisted documentation 

session. 

d. User login frequency and session patterns: Frequency of clinician interactions with 

the tool. 

e. Feature utilisation rates: How often specific functionalities (e.g. referral drafting) are 

used. 

2. Documentation quality metrics [obtained from vendor if available] 

a. Post-generation edits by user: Number and type of changes user makes to AI-

generated documentation. 

b. Correction categories: Classification of edits into key areas (e.g. medical 

terminology, clinical accuracy, formatting, content structure). 

3. Service Impacts [obtained from service]  

a. Impact on the transcription service (i.e. changes in document turnaround times) 

b. Impact on clinical efficiency (i.e. number of patients seen in clinic/ED). 
 

 

User measures 

As part of the evaluation process, Health NZ will also conduct user (clinician) surveys to capture 

direct user experiences with AI scribe tools. This feedback will be required to understand user 

satisfaction, perceived efficiency, ease of use, and the overall clinical value of these technologies. 

To ensure robust data collection, surveys will be administered at multiple timepoints throughout the 

evaluation period (e.g., baseline, 1 month and 3 months), allowing assessment of both initial 

impressions and sustained benefits as clinicians develop proficiency and confidence with the 

technology. The survey will be anonymous but individual surveys linked through REDCap to allow 

for changes to be assessed. The survey will aim to evaluate the following areas: 

1. Perceived benefits including reduction in time spent on clinical documentation: Clinician 

perceptions of whether the AI tool has meaningfully decreased the time required for clinical 

documentation. 

2. Improvement in completeness and accuracy of clinical notes: Clinician perceptions of 

enhancements in clarity, completeness, or overall quality of clinical notes produced with AI 

support. 
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3. Improvement of clinician-patient interactions during consultations: Whether the use of the 

AI scribe has enabled more face-to-face time, improved communication, or enhanced 

patient engagement. 

4. Frequency and type of errors, significant omissions or confabulations in the outputs: 

Incidence of significant inaccuracies, missing information, or fabricated content in the AI-

generated outputs. 

5. Concerns regarding the use of AI Scribes: Any issues clinicians have regarding using AI-

assisted documentation. 

6. Time required to achieve proficiency with the tool: The amount of time and support required 

for clinicians to become comfortable and proficient with the tool. 

7. Recommendations for ongoing use and sustainability. 
 

The survey will be distributed via REDCap and made available to all participating evaluation sites. 

Analysis will be performed by the AI Lab Research and Evaluation team and results provided by 

service where appropriate. 

 

Māori and Equity Considerations 

From a Māori and equity perspective, AI scribes must be adapted to the New Zealand context, 

ensuring they can accurately detect and understand commonly spoken languages, including te reo 

Māori, as well as other languages prevalent within New Zealand’s diverse communities. This 

adaptation is essential to provide equitable healthcare and ensure that AI technology is accessible, 

inclusive, and culturally sensitive for all populations. Furthermore, the tool must be developed to 

avoid biases that may affect Māori or other minority communities, ensuring fair and unbiased 

documentation. 

 

Legal Considerations 

The AI scribe tool must comply with New Zealand's privacy laws, which governs the collection, 

storage, and use of personal data. Compliance with these laws ensures that patient data is 

handled according to local legal standards, providing necessary protections for patient privacy. 

Additionally, a data processing agreement (DPA) should be established to clearly outline how 

patient data will be utilised by the vendor. This agreement must specify the processes for data 

collection, storage, access, and security, as well as how or if the data will be used to improve the 

AI tool. It should also define the roles and responsibilities of all parties involved, ensuring 

transparency and accountability in the management of sensitive healthcare data. 
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Standards for AI Scribe Use in Health NZ  

These standards define the minimum requirements for the safe, effective, and ethical use of 

ambient AI-based clinical scribe technology within Health New Zealand (Health NZ). 

General Considerations 

• Localisation and Language Inclusion: AI scribes must be developed or include plans to 

accommodate New Zealand’s diverse spoken languages, including support for Te Reo Māori 

and other minority languages. In addition, local clinical terminology and consultation styles 

must also be reflected. 

• Continuous Monitoring and Improvement: Vendors must maintain and provide a 

documented plan for the ongoing monitoring, maintenance, and improvement of AI scribe tools.  

• Informed Consent: A clear, transparent, and structured consent process must be developed 

by vendors, allowing patients to make informed decisions about the use of AI scribes in their 

care. The consent procedures must explain how the technology works, what data is collected, 

how it will be used or retained and deleted. 

• Bias Mitigation and Testing: AI tools must be designed and tested to actively avoid bias in 

documentation, particularly against Māori and other minority populations. 

• New Zealand Company Registration: Vendors providing AI scribe solutions must be 

registered to operate in New Zealand. This ensures legal accountability, and alignment with 

local regulatory and privacy frameworks. 

Privacy and Data Governance 

• Regulatory Compliance: All data handling must comply with the Privacy Act 2020 and the 

Health Information Privacy Code 2020. 

• Data Processing Agreements: A Data Processing Agreement (DPA) must be established. 

Vendors will need to agree to the following terms: 

o Clear limitations on data use, ensuring data is solely used for clinical note generation. 

o Explicit prohibitions, unless agreed to by Health NZ, on the use of patient data for AI 

training, commercialisation or product improvement. 

o Inclusion of vendor security obligations and audit rights for Health NZ. 

o Strong protections against unauthorised data sharing. 

o Clear provisions requiring data to be stored and processed within New Zealand or 

Australia. 

• Data Minimisation and Retention: Only the minimum necessary data should be collected 

and in accordance with NZ legislation. Retention and deletion policies must be clearly defined, 

enforceable, and auditable. 

 

Clinical Safety and Performance 
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• Functionality and Versatility: AI scribes must be capable of generating high-quality clinical 

notes across a wide range of specialties, clinical contexts, and consultation types.  

• Clinician Training and Support: Vendors must provide onboarding and training for 

clinicians. This should include: 

o Best practices for verbalising key clinical details. 

o Understanding the limitations and ways of appropriate use. 

• Audit and Quality Assurance: Vendors must support ongoing auditing processes to 

assess quality, privacy compliance, and alignment with Health NZ’s expectations for data 

stewardship.  

Security  

• Role-Based Access Controls: Systems must include granular role-based access controls 

to ensure only authorised users can view or edit sensitive clinical information. 

• Security Standards Compliance: Vendors must demonstrate compliance with 

internationally recognised security frameworks SOC 2 (System and Organisation Controls 2) or 

ISO/IEC 27001 

• Alignment with Government Cybersecurity Standards: Systems must meet or exceed 

the New Zealand Government’s cybersecurity assessment and assurance requirements, 

including vulnerability testing, incident response planning, and regular system audits.  

• Encryption Standards: All data in transit and at rest must be encrypted using current best 

practices. 







DRAFT Terms of Reference 
AI Operational Leadership Group 

Purpose 
The AI Operational Leadership Group provides leadership, prioritisation, and oversight for 
operational implementation of AI initiatives endorsed by the National AI and Algorithm Expert 
Advisory Group (NAIEAG). The group ensures AI adoption aligns with organisational strategy, 
government priorities, and best practice, while maintaining clear visibility of AI activity across 
Health New Zealand. 

It acts as an advisory body to the Executive Leadership Team (ELT) on AI operational matters and 
outcomes. The group’s focus is on operational leadership and system-wide coordination, not 
project delivery governance. 

Scope 
The group’s remit includes: 

• Prioritising (or de-prioritising) implementation of AI initiatives endorsed by NAIAEAG
based on factors such as fit with organisational priorities and feasibility of/readiness for
adoption.

• Facilitating implementation, directing resources, and addressing unnecessary blockers
to implementation of prioritised projects.

• Monitoring outcomes and value realisation from implemented AI use cases, including
benefits, risks, and lessons learned.?

• Working with NAIAEAG on operational, policy, and strategic responses to emerging AI
technologies and government directives.

• Reporting to ELT as necessary, on AI related matters, such as emerging technologies and
issues.

• Considering both clinical and non-clinical AI tools, although with the ability to have
different ‘speeds’ or pathways for different levels of risk, with clinical AI tools being
generally higher risk

Membership 

• Core membership comprises:

o Senior Digital Lead: Sonny Taite

o Senior Clinical Lead: Helen Stokes-Lampard

o People & Culture Lead: Fiona McCarthy (or delegate)

o Planning, Funding and Outcomes/ELT Lead: Jason Power

o Data: Stuart Bloomfield
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• Other members include:  

o Digital Services: Lara Hopley, Ed Falloon, Sarndrah Horsfall, Jon Herries 

o NAIAEAG: Robyn Whittaker (chair), CK Jin (AI Lab) 

o Procurement: 

o As needed: communications, legal, privacy, clinical safety, and workforce as 
required. 

• Members must have sufficient authority to inform cross-portfolio prioritisation and 
operational alignment. 

• Delegation is encouraged when primary members are unavailable to maintain 
continuity. 

 

Ways of Working 

• Meet regularly, with frequency determined by the pace of AI developments and 
operational needs, with the ability to convene for urgent matters. 

• Proactively identify and prioritise areas for AI adoption based on system needs and 
opportunities; as well as respond to proposals coming through from NAIAEAG and the 
Health Technology Evaluation Pathway (appendix)  

• Ensure clear communication pathways internally and externally, ensuring consistent 
messaging about AI adoption, risks, and benefits. 

• Ensure that the group has appropriate links to relevant cross-governmental AI 
leadership and groups (e.g. DIA, GCDO, MoH, PHOs) 

• AI Lab (Robyn Whittaker, CK Jin & Jon Herries) will maintain a list/flow of topics to come 
through the group.   

 

Reporting 

• Report directly to the ELT, providing updates on operational AI priorities, progress, 
benefits realisation, and issues requiring executive attention. 

• Ensure reporting is integrated with broader governance, investment, and performance 
processes. 

 

Review of Terms of Reference 
These Terms of Reference will be reviewed annually or sooner if significant changes occur in the 
AI landscape or organisational context. 

  

  

  



Appendix: Health Technology Evaluation Pathway – to discuss how or whether we fit in with 
this existing front door and pathway – James le Fevre happy to come to a meeting to 
discuss  

HTEP = a single nationally-consolidated, systematic process for triaging, assessing, and 
appraising health technologies to inform their adoption and use within the New Zealand public 
health system. 

 

 

 

 

 



Executive Summary: Heidi AI Risk Themes 
and Mitigations 
This summary provides a consolidated view of the key risk themes, issues raised, and 

mitigation approaches identified across emails, Teams discussions, and working-group 
materials relating to the rollout of Heidi AI in clinical settings. 

1. Privacy, Consent, and Assurance 

The programme is operating under a transcript-only retention model, with no audio 

recording by default. Questions have been raised about whether enabling audio would 

alter the privacy posture and require a refreshed Privacy Impact Assessment and 

updated clinician/patient communications. Additional guidance is being developed for 

under-16 consent scenarios, following feedback from clinical teams. Public commentary 
on digital health tools has increased sensitivity to privacy and security messaging. 

2. Identity, Access, and Technical Onboarding 

SSO is not yet enabled, resulting in reliance on emailed access codes that can be delayed. 

Several districts require additional time to complete network allow-listing, creating 

variability in onboarding timelines. Interim workarounds and clearer user guidance have 

been implemented, with SSO planned for a future update. 

3. Clinical Safety and Documentation Quality 

Clinical teams have highlighted risks related to AI hallucinations, template completeness, 
and the need for consistent process controls (e.g., auto-logout, disclaimers). 

Documentation for the mental state examination (MSE) has been updated to ensure 

completeness, with positive early feedback. Metrics to track safety-related behaviours 

(e.g., disclaimer use) are being incorporated into operational dashboards. 

4. Data Sovereignty, Cost, and Vendor Dependence 

Public discussions have focused on data sovereignty and the long-term cost profile of 
commercial AI scribes. To reduce vendor lock-in and maintain flexibility, a panel 

procurement approach and transparent value tracking are being explored. 

5. Workflow, Integration, and Environmental Factors 

Compared with T Pro, Heidi currently requires a manual step to attach notes to Clinical 

Portal, introducing workflow friction. Environmental challenges particularly noise levels and 

device reliability in Emergency Departments affect transcription quality. Updated 
guidance on noise mitigation, hardware, and telehealth workflows is being integrated into 

onboarding. 
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6. Governance, Onboarding Model, and Workforce Engagement 

Onboarding has sometimes been site-led rather than centrally coordinated, creating 

variability in training and oversight. The AI Operational Leadership Group is developing a 

consistent operating model covering communications, training materials, and 

governance structures. Union engagement and broader change-management activities 

are ongoing to support workforce confidence and acceptance. 

7. Communications, Media, and Public Messaging 

A high frequency of media queries has increased the need for coordinated, consistent 
messaging. Approved lines emphasising evidence, governance, and scope are being 

reused to ensure accuracy and alignment across channels. 

8. Role Design, Permissions, and Analytics 

Feedback indicates a need for more granular user roles, as the current admin licence 

grants broad access while assistant roles lack essential functions. Separately, enhanced 

usage analytics and safety monitoring capability is under development to improve 
visibility of adoption, template usage, and risk controls 
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Abstract: 

Objective:  

This proof-of-concept pilot evaluated if Heidi, an Artificial Intelligence (AI) software increased 

productivity and wellbeing of clinicians working in an Emergency Department (ED). 

Methods: 

The mean number of patients seen per shift by 10 clinicians over an 8 week period pre and post 

implementation. Qualitative data was collected over the same period through surveys to investigate 

clinicians confidence in the AI tool and wellbeing. 

Results: 

The mean number of patients seen by clinicians per shift increased by 0.9 with AI and clinicians 

subjectively reported spending significantly less time documenting notes. Feelings of burnout 

reduced by 26%. 

Conclusion: 

Using AI within the ED increased productivity and reduced burnout. Further research on larger 

sample sizes over longer periods are needed to see if these benefits are generalisable. 

 

Key words: 

Artificial Intelligence, Scribe, Emergency Department, Emergency Medicine 

 

Objective 

Artificial Intelligence (AI) in healthcare is a rapidly evolving field that utilises software to undertake 

tasks commonly associated with clinical care. 

Documentation burden is a significant contributor to clinician workload, burnout and reduced 

patient safety in Emergency Medicine (1, 2). Previous studies have suggested that the use of 

Artificial Intelligence (AI) driven tools may be effective in alleviating some of this burden. This 

includes studies from some small private centres in New Zealand, however this has not, to our 

knowledge, been trialled in the public sector (3, 4) .  

This proof-of-concept pilot study aims to evaluate whether the use of an ambient AI scribe, improves 

the efficiency and wellbeing of clinicians working within the Emergency Department (ED) at Te 

Whatu Ora Hawke’s Bay, New Zealand. Heidi is an ambient AI medical scribe that aims to automate 

clinical documentation by transcribing clinical interactions. It uses a specifically trained Large 

Language model (LLM) to reformat the transcription into a coherent and structured clinical 

document. This tool has the potential to reduce the time spent on documentation, increase the 

number of patients seen and reduce the cognitive burden and work load of clinicians.  

Methods 

This pilot study involved ten ED clinicians (four Senior Medical Officers (SMO), four Registrars and 

two Nurse Practitioners). Data were reviewed for two eight-week periods before and after the 

implementation of the AI tool. A combination of qualitative and quantitative metrics were used to 

assess effectiveness. In the eight weeks before implementation the mean number of patients seen 

per shift by each clinician was counted and a questionnaire completed looking at the clinician’s 

perceived documentation burden, well-being and satisfaction in the AI tool. This process was 

repeated over a second eight-week period post implementation. For transcription, clinicians used 

the Heidi app on their mobile phones. Patients were prospectively verbally consented with the app 

providing a prompt for this process. The app then recorded the consultation and subsequently 



created a patient note. Generated documents were copied and pasted into the hospital’s electronic 

medical record via the Heidi website. 

Results  

During the pilot period, the mean number of patients seen per shift by clinicians increased by 0.9 

(+3.9 to -2.6). There was interpersonal variability between clinicians, including two clinicians who 

saw fewer patients per shift during the pilot when compared to before. In one case this was related 

to a clinician transitioning from a registrar to an SMO. 

The subjective data from the survey responses indicate that the time spent on documentation per 

patient was reduced by an average of 64%, from 16 to 6 minutes, while the time documenting 

outside of work hours was reduced by 81%, from 10.5 to 2 minutes. Clinicians also reported a 

perceived increase in note comprehensiveness and the manageability of documentation, which they 

associated with reduced feelings of burnout and increased confidence. Survey comments indicated 

that even with occasional transcription inaccuracies, the established process of manual review and 

editing by clinicians ensured accuracy prior to publication, thereby maintaining the tool's overall 

positive effect on workflow. 

Conclusion 

Within this pilot, the use of an ambient AI scribe was found to increase the mean number of patients 

seen by clinicians per shift, while also reducing feelings of stress and burnout. Clinician confidence in 

the system grew with use, and importantly, levels of patient acceptance appear high. 

Following the results of this pilot, we intend to expand the pilot within Emergency Department 

clinicians and to other groups within the hospital. While currently in its early phases, we believe this 

tool shows promise as a way to both increase clinician productivity and decrease cognitive load. 

As global demands on Emergency Departments continue to grow, this study highlights the exciting 

possibilities in using AI to aid patient care and free up clinician time. Further research across multiple 

settings will help to expand our understanding of how AI tools can support healthcare. 
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● Kaitiakitanga: Protecting data as a sacred taonga with encryption, access controls, and 
transparent storage locations. 

● Whanaungatanga: Maintaining respectful relationships with Māori communities through 
consistent consultation and feedback loops. 

● Kotahitanga and Equity: Ensuring Heidi delivers community-wide benefits such as improved 
consultation time and record accuracy. 

● Tino Rangatiratanga: Empowering Māori patients to opt in or out of Heidi use, consistent with 
their right to self-determination 

Although Heidi’s primary infrastructure currently uses ISO27001-certified cloud storage in Sydney, Heidi 
have committed to relocating this infrastructure to Aotearoa within the next 12 months as the infrastructure 
becomes available. This has been communicated openly with Māori leaders and is a priority under Heidi’s 
cultural alignment roadmap. This ensures data is kept within a jurisdiction that upholds local tikanga and 
allows for enhanced oversight by Māori governance bodies.  

Heidi is also working on developing local Māori data governance advisory panels for ongoing oversight. 
These panels will ensure that Māori are not excluded from decisions affecting their health data, and that 
the deployment of AI in clinical settings does not perpetuate structural biases or inequities. Additionally, 
clinical explainers and staff training through implementation partners at Hendrix Health include modules on 
Māori data sovereignty and culturally safe engagement. 

 

Information Flow Diagram 

Please insert a diagram (if available from project documentation) showing the end-to-end information 
flows relevant to this project.  

Heidi is accessible through web, phone, and desktop applications. Each application utilises the same 
infrastructure, and the flow of data is consistent across platforms. Key areas of consideration in the 
information flow include: 

1) Voice to Text Transcription – At the conclusion of a clinical consultation, the recorded audio is 
processed into a transcript. This transcription occurs via a third-party speech-to-text service 
provider and is governed by Heidi through DPAs that prohibit secondary data use. Immediately 
following transcription, the original voice recording is permanently deleted and is never retained 
or stored. The transcript is then de-identified, with personally identifiable information such as 
patient names or locations replaced with placeholders (e.g. “Joe Deer” becomes “[Patient 
Name]”).  

2) Transcript to Clinical Note – The de-identified transcript is sent to large language models for 
summarisation into a draft clinical note. To ensure high quality output across various specialties, 
different LLMs may be used depending on the context or use case. Due to commercial sensitivity, 
specific LLM model types cannot be named however models from major LLM vendors such as 
Google and Anthropic have been utilised within Heidi’s environment. All LLM providers utilised 
by Heidi operate under formal DPAs if necessary. These agreements strictly prohibit any form of 
secondary data use, including model training, and ensure compliance with privacy, security, and 
data governance standards expected by Health NZ. 

3) Clinician Review and Modification – The draft clinical note is returned to the clinician within 
Heidi’s user interface. Clinicians are required to review, edit, and approve the content before it 
can be finalised and transferred to the patient’s health record. This human-in-the-loop approach 
ensures that clinicians remain accountable for the accuracy, completeness, and appropriateness 
of all documentation. In addition, if the draft output is of insufficient quality, clinicians can 
regenerate the note using tailored prompts or community configured templates.  

4) Output and storage - Once the clinician approves the documentation, it can be transferred into 
the patient’s clinical record system. Audio recordings are not retained at any point and are 
automatically deleted immediately after transcription. Transcripts and draft documents are 
stored with configurable retention settings defined by Health NZ. 
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• Please complete Principle/Rule 11 of the Risk and Mitigation Tables (Appendix 1), summarising the 
actual/potential risks identified with this Principle, and outline the current controls, and/or 
recommendations to be implemented before continuing on to the next section. 
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Does the project comply with Principle 13/ Rule 13 regarding the 
assignment and/or use of unique identifiers? 

☒ ☐ ☐ 

• Please complete Principle/Rule 13 of the Risk and Mitigation Tables (Appendix 1), summarising the 
actual/potential risks identified with this Principle, and outline the current controls, and/or 
recommendations to be implemented before continuing on to the next section. 
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Name: Dr Cheng Kai Jin – AI Laboratory Clinical Director   

Signature:  Date: 30/06/2025 

 



















 

 

DATA PROCESSING AGREEMENT  
This Data Processing Agreement ("Agreement") is entered into between: 

(1) Health New Zealand a Crown agent established by section 11 of the Pae Ora (Healthy 

Futures) Act 2022 (the "Agency"), acting as an Agency as defined under the Privacy Act 

2020 (NZ);  

AND 

(2) Heidi Health Trading Pty Ltd (the "Service Provider"), an entity incorporated in 

Australia, engaged to process Personal Information strictly on behalf of the Agency, 

(together referred to as the "Parties"). 

WHEREAS: 

(A) The Agency is subject to the Privacy Act 2020 (NZ) and determines the purposes and 

means of processing Personal Information. 

(B) The Service Provider provides services to the Agency under the Enterprise Services 

Agreement entered into on or about the date of this Agreement  that involves the processing 

of Personal Information on behalf of the Agency. The Parties agree that this Agreement 

forms part of the Enterprise Services Agreement. 

(C) The Parties wish to ensure that any such processing under the Enterprise Services 

Agreement complies with the Privacy Act 2020 (NZ) and other relevant regulatory 

requirements, and is within the scope of the Service Provider’s obligations and 

responsibilities in the Enterprise Services Agreement; 

NOW, THEREFORE, the Parties agree as follows: 

1. DEFINITIONS 

1.1 In this Agreement, unless the context requires otherwise: 

- "Act" means the Privacy Act 2020 (NZ). 
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- "Agency" has the meaning set out in section 4 of the Act and refers to the Party that 

determines the purposes for which Personal Information is collected, used, or disclosed. 

- "Service Provider" means a person or organisation engaged by the Agency to carry out 

services involving the handling of Personal Information on behalf of the Agency and solely 

in accordance with its instructions. 

- Enterprise Services Agreement means the agreement between the Service Provider and 

the Agency for the Agency’s use of the Heidi Platform and Services. 

"Information Privacy Principles (IPPs)" refers to the privacy principles set out in the Act. 

- "Personal Information" has the meaning given in section 7 of the Act, being information 

about an identifiable individual and in the context of this Agreement relates to Personal 

Information contained in the Customer Data. 

- "Privacy Commissioner" means the Office of the Privacy Commissioner of New Zealand. 

- "Subcontractor" means any person engaged by the Service Provider to process Personal 

Information on behalf of the Agency. 

Any terms used in this Agreement, but not defined in this Agreement, have the same 

meaning as in the Enterprise Services Agreement. 

2. NATURE OF PROCESSING 

2.1 The Service Provider shall only handle Personal Information on documented 

instructions from the Agency in accordance with the Enterprise Services Agreement, 

including in relation to international transfers. 

2.2 The Service Provider’s role is to process the Personal Information for the Agency. Under 

section 11 of the Privacy Act 2020, the Service Provider holds the Personal Information for 

processing on behalf of the Agency. To avoid doubt, the Service Provider may not use the 

Personal Information for any purpose other than to provide the Services. 

2.3 The handling of Personal Information must be strictly limited to what is necessary for 

the performance of services as agreed between the Parties in the Enterprise Services 

Agreement. 

3. CONFIDENTIALITY 

3.1 The Service Provider shall ensure that all persons, including employees, contractors, 

agents, or Subcontractors, authorised to access or handle Personal Information on behalf of 

the Agency under the Enterprise Services Agreement are subject to a binding written 

confidentiality agreement or a statutory duty of confidentiality under applicable law that is 

consistent with the Service Provider’s requirements around confidentiality, privacy, and 

information security in the Enterprise Services Agreement. 

3.2 The Service Provider shall establish and maintain appropriate internal policies, training, 

and monitoring processes to uphold confidentiality obligations and protect against 

unauthorised access, use, or disclosure of Personal Information. 



3.3 The Service Provider shall promptly notify the Agency of any suspected or actual 

unauthorised access, use, or disclosure of Personal Information that could constitute a 

breach of confidentiality, in addition to its obligations around information security and 

privacy set out in the Enterprise Services Agreement. 

4. SECURITY MEASURES 

4.1 The Service Provider shall implement and maintain comprehensive technical and 

organisational security measures appropriate to the level of risk associated with the nature 

of the Personal Information being handled, including measures to prevent loss, 

unauthorised access, use, alteration, or disclosure, in line with Information Privacy Principle 

5, and consistent with its obligations set out in the Enterprise Services Agreement. 

4.2 Such measures shall include, but are not limited to: 

(a) access controls and role-based permissions; 

(b) secure storage and encryption (at rest and in transit); 

(c) vulnerability management and patching; 

(d) audit logging and monitoring; 

(e) business continuity and disaster recovery planning. 

4.3 The Service Provider shall review and update these security measures regularly to 

ensure ongoing effectiveness and alignment with emerging threats and applicable 

regulatory requirements. 

5. SUBCONTRACTORS 

5.1 The Service Provider may engage Subcontractors to assist in delivering the services 

under this Agreement with  the Agency’s prior written consent. 

5.2The Service Provider must enter into a written agreement with the Subcontractor 

requiring equivalent data protection obligations consistent with its obligations set out in 

the Enterprise Services Agreement and this Agreement. 

5.3 A current list of approved Subcontractors (also referred to as subprocessors) is set out 

in the Enterprise Services Agreement..  

6. INDIVIDUAL REQUESTS 

6.1 The Service Provider shall implement and maintain procedures to identify, track, and 

report to the Agency any request received from an individual exercising their rights under 

the Privacy Act 2020, including but not limited to rights of access, correction, and objection. 

6.2 The Service Provider shall notify the Agency of any such request within three (3) 

business days of receipt and provide all information necessary to assist the Agency in 

responding to the request in accordance with the statutory timeframes. 



6.3 The Service Provider shall not respond directly to any request unless explicitly 

authorised in writing by the Agency. Any such response shall be consistent with the 

Agency’s instructions and the requirements of the Act. 

6.4 The Service Provider shall provide reasonable assistance to the Agency in fulfilling such 

requests, including through appropriate technical and organisational measures to ensure 

accessibility, traceability, and accountability of Personal Information. 

7. PRIVACY BREACHES 

7.1 The Service Provider shall implement appropriate policies and procedures to detect, 

assess, and respond to potential or actual privacy breaches affecting Personal Information, 

consistent with its obligations under the Privacy Act 2020, and consistent with its 

obligations set out in the Enterprise Services Agreement 

7.2 The Service Provider shall notify the Agency without undue delay and within 24 hours 

upon becoming aware of a privacy breach that is, or may be, notifiable under the Act. 

7.3 The notification shall include, to the extent known: 

(a) a description of the breach, including the categories and approximate volume of 

Personal Information affected; 

(b) likely consequences of the breach; 

(c) the remedial actions taken or proposed to be taken; and 

(d) the name and contact details of the person handling the breach on behalf of the Service 

Provider. 

7.4 The Service Provider shall assist the Agency with any notification to affected individuals 

or to the Privacy Commissioner, as may be required under the Act. 

7.5 The Service Provider shall cooperate fully in any subsequent investigations, audits, or 

remediation activities and shall retain appropriate records of all privacy breaches and 

related correspondence. 

8. DATA RETENTION AND DELETION 

8.1 Upon termination or expiry of the Agreement, the Service Provider shall, at the written 

direction of the Agency, either return all Personal Information in a structured, commonly 

used and machine-readable format or securely delete it from all systems, including backups, 

unless retention is required by law. Service Provider will not store any Personal 

Information for longer than the period of the Health NZ retention window specified in the 

Enterprise Services Agreement. 

8.2 The Service Provider shall certify in writing to the Agency that such return or deletion 

has been completed within thirty (30) business days of termination or expiry. 

8.3 Where deletion is not feasible due to legal or technical constraints, the Service Provider 

shall notify the Agency and continue to ensure the confidentiality, integrity, and security of 



the retained Personal Information and limit further processing to only that which is strictly 

required under applicable law. 

9. AUDIT RIGHTS 

9.1 The Service Provider shall make available to the Agency, upon reasonable notice and 

during normal business hours, all information necessary to demonstrate that it is handling 

the Personal Information responsibly, that it is complying with this Agreement and with its 

obligations under the Privacy Act 2020. 

9.2 The Agency shall have the right to view the results of audits no more than once annually 

unless required for cause or as set out in the Enterprise Services Agreement (e.g., following 

a data breach). 

9.3 The Service Provider shall co-operate fully with any such requests and shall implement 

any reasonable remedial measures required by the Agency as a result of findings from an 

audit. 

10. INTERNATIONAL DATA TRANSFERS 

10.1 The Service Provider shall not transfer Personal Information outside of New Zealand or 

Australia without prior written consent of the Agency 

11. GOVERNING LAW AND JURISDICTION 

11.1 This Agreement shall be governed by and construed in accordance with the laws of 

New Zealand. 

11.2 The Parties submit to the exclusive jurisdiction of the courts of New Zealand. 

11.3 The Parties acknowledge and agree that this Agreement is valid and legally binding on 

the Parties. 

IN WITNESS WHEREOF, the Parties have executed this Agreement by their authorised 

signatories: 

For and on behalf of the Agency: 

Signature: ____________________ 

Name: 

Title: 

Date: 

For and on behalf of Heidi Health Trading Pty Ltd: 

Signature: ____________________ 

Name: 

Title: 

Date: 

Dale Bramley
Chief Executive
1010/2025

Head of Legal and Regulatory Affairs
Yassin Omar

10/10/2025
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Technical Overview  

This document provides an overview of Heidi Health’s core features and technical 
safeguards to support cybersecurity assessments by healthcare entities and 
government departments. 

Heidi is an ambient AI scribing platform designed to streamline clinical documentation. It 
is built with a security-first architecture and includes a number of robust protections to 
ensure data integrity, confidentiality, and access control throughout its lifecycle 

Authentication & Access Controls 

 
Heidi enforces Multi-Factor Authentication (MFA) as a mandatory requirement for all 
users to ensure secure account access. MFA is performed via a second authentication 
factor, typically, through an email or SMS code, which must be entered alongside the 
primary login credentials. 
 
The platform also is at capacity to support integration with enterprise-grade Single 
Sign-On (SSO) solutions. This allows your organisation to leverage your existing identity 
and access management infrastructure, providing users with seamless access to Heidi 
while maintaining centralised oversight and governance over authentication. 
 
Access to platform features is governed by a Role-Based Access Control (RBAC) model. 
Users are assigned roles—such as Administrator or Clinician and, clinicians and their 
colleagues are all part of a team specific to the organisation —with permissions scoped 
accordingly. 
 
Administrators can configure organisational settings, manage team members, enforce 
retention policies and edit shared templates. Clinicians have functional access limited to 
session use, note generation, and personal preferences within the application, ensuring 
principle of least privilege is upheld. 
 
Typically, the project lead and/or the internal clinical Heidi champion within your 
organisation will act as the Administrator. More information can be found at 
https://intercom.help/heidi-health/en/articles/9560724-heidi-teams. 
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Team Invitation 

 
 
User Roles 
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Team Settings 

 
 

Data Retention & Deletion 

Heidi provides administrators with control over data retention via automated lifecycle 
policies. Admin users can define how long session data are retained within the system 
(e.g. 7 days is the standard retention period, and available for configuration). Once the 
retention period expires, Heidi automatically deletes the data in a secure and 
irreversible manner, ensuring compliance with data minimisation and retention 
obligations under relevant legislation. 
 
In addition to automation, organisations retain full manual control over their data. 
Through the Admin interface, users can export, review, and delete records on demand. 
This flexibility empowers teams to manage health information in accordance with your 
local recordkeeping policies, audit requirements. 

Clinical Note Generation & Template 

Heidi’s clinical documentation features are powered by AI and underpinned by a 
structured templating system. Templates define note format, AI instruction parameters, 
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and content structure—allowing clinicians to generate consistent and high-quality 
documentation. 
 
Admins have the authority to manage shared templates across the team, ensuring 
standardisation of clinical language and documentation practices within the 
organisation. Clinicians can create or edit personal templates, but only Admins can 
modify templates that apply to the entire team. Templates include section headers (e.g. 
“Subjective”, “Plan”) and natural language prompts (e.g. “Include family history if 
mentioned”), which guide the AI in generating appropriate content. 
 
All data processed in a session is done in a secure way, subject to data encryption in 
transit and at rest, and data pseudonymisation. External materials, such as imaging 
results or longform PDFs, can be uploaded for context during the session, but are not 
retained by the platform unless the user manually chooses to include them in a note or 
save them. 

Privacy & Consent Management 

Heidi supports privacy safeguards and informed consent practices. Each session can be 
configured to trigger a consent pop-up by the admin, ensuring that patients are 
explicitly notified of the use of ambient documentation technology. Verbal consent 
workflows are also supported and can be standardised across the organisation. 
 
All users operate within a closed team environment, meaning that clinical data, session 
records, and templates are only accessible to users within the same team. This structure 
enables internal collaboration while enforcing strict data segregation. 
 
On the backend, Heidi applies logical data isolation for all customers. Each organisation’s 
data is stored using separate encryption keys. This ensures that no cross-tenant data 
exposure can occur and supports compliance with jurisdictional health data protection 
laws, including the New Zealand Health Information Privacy Code. 

Logging, Monitoring & Compliance 

Heidi logs all user activities to ensure transparency, traceability, and security. This 
includes login events, session access, administrative actions, and configuration changes. 
These logs can be provided upon request and Heidi will soon allow such logs to be 
accessed by authorised Admin users for audit or investigation purposes. 
 
The platform is developed and maintained in alignment with industry-recognised 
security frameworks, including ISO/IEC 27001:2022 and SOC 2 Type II. In addition to 
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general compliance with security best practices, Heidi meets region-specific legal 
requirements under the Australian Privacy Principles (APPs), and especially aligns with 
the intent of the New Zealand Privacy Act and HIPC framework. 
 

Incident Handling & Support 

Heidi maintains formalised incident response procedures to address cybersecurity 
events, system vulnerabilities, and other safety issues such as hallucinations. Security 
events are triaged, investigated, and resolved with high priority. In the rare case that a 
hallucination (AI-generated fabrication) is detected, users are encouraged to report the 
incident so it can be reviewed and mitigated.  
 
Users can access technical and product support directly via the in-platform help button 
or by emailing support@heidihealth.com. Escalation procedures are in place for both 
clinical and cybersecurity matters, allowing rapid involvement of senior support 
personnel and internal compliance leads. 

Implementation Overview 

Implementation Overview Summary 

The implementation process ensures a seamless rollout of our AI medical scribe, 
supporting healthcare professionals in reducing administrative burden and enhancing 
documentation quality. This playbook outlines the plans and processes to ensure a 
successful deployment across your organisation. It captures each phase of the rollout 
(Alpha, Beta, and Broad rollout), including best practices, success metrics, 
implementation timeline, training strategies, support structures, and the escalation 
protocols that help maintain continuity of care. 

Best Practices for a Successful Implementation 

● Engage Early & Often – Involve key stakeholders from the outset 
● Start Small, Scale Smart – Begin with a core group, then expand to broader 

teams 
● Keep It Simple – Focus on high-impact workflows first 

Goals & Success Metrics 
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Successful implementation of Heidi is guided by clear goals and measurable success 
metrics that help shape our implementation timeframes and recommendations. These 
goals ensure that every phase of implementation aligns with organisational priorities and 
drives meaningful outcomes. Goals may include, but are not limited to, improving 
documentation quality, reducing administrative workload to save clinicians time, and 
enhancing overall clinician satisfaction. 

To ensure we track success effectively, we leverage a combination of qualitative and 
quantitative data collection methods. This includes pre-, mid- and post-implementation 
surveys to assess clinician workload, satisfaction, and documentation efficiency. We also 
track platform-level usage metrics such as adoption rates, session counts, and the 
volume of notes and documents generated, amongst many others. By continuously 
monitoring these indicators, we ensure Heidi is delivering meaningful impact and aligning 
with the organisation's objectives. We share this data in a transparent manner to ensure 
alignment on implementation progress and strategy. 

A Strategic Approach 

To ensure optimal success with large-scale Heidi implementations, we recommend: 

Utilising a Phased Rollout Approach 

A phased rollout ensures a smooth integration of Heidi into clinical workflows, allowing 
for iterative improvements and minimising disruptions. By starting with a selected group 
before expanding, we can: 

● Identify and resolve any workflow challenges early 
● Gather valuable feedback from initial users to refine processes and personalise 

training material to allow for a scalable and smooth broad rollout 
● Gradually scale adoption across departments, ensuring comprehensive support 

and engagement 
 
Consider Areas with the Highest Need and Motivation 

Implementation is most effective when it begins in departments or teams that are 
overwhelmed with documentation demands and struggling to keep up with paperwork, 
as they stand to benefit the most from automation and efficiency improvements. These 
areas also tend to have a strong willingness to adopt new solutions, and typically: 

● Experience high documentation burdens and administrative inefficiencies 
● Have clinicians who recognise the value of automation and are eager to engage 
● Serve as early adopters who generate momentum, advocating for Heidi’s benefits 
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Focus on Areas That Have Lower Documentation Workflow Complexity First 

To ensure a smooth transition, it is beneficial to focus on implementing Heidi in areas 
with more straightforward documentation workflows. This approach: 

● Reduces friction in early adoption by avoiding highly complex, specialised 
documentation needs 

● Allows users to become comfortable with Heidi’s core functionality before 
introducing more advanced use cases 

● Helps build confidence and trust in the system, making it easier to expand to 
more complex areas later. 

Note: That being said, it is also recommended to select challenging environments to test 
Heidi’s full capability in the early stages of the rollout. The Emergency Department for 
example is a popular place to have Heidi tested due its fast paced and frenzied nature. 

Implementation Timeline 

Our implementation follows a structured approach with clear milestones to ensure 
smooth adoption and efficiency. We also use exit criteria before progressing to the next 
phase, ensuring stability without unnecessary complexity. 

Note: The size and speed of each phased rollout primarily depend on the number of 
organisational workflows. For example, a large GP organisation with standardised 
workflows can onboard a larger cohort and complete a company-wide rollout much 
faster than a multi-hospital organisation implementing Heidi across diverse 
departments. 

Phase Key Activities Exit Criteria 

Preparation 
& Planning 

- Align on objectives, governance, and IT requirements 
- Select sites/departments/users participating in Alpha  
- Identify workflows and prepare training material 

- Organisation 
objectives are set 

- IT requirements 
fulfilled 

Alpha Phase - Provide initial training to selected Alpha users 
- Heidi team support and follow up during the first few weeks 

to instil confidence in the Heidi workflow 
- Post-Alpha phase survey to check in with clinicians - Alpha 

champions validate the process in preparation for Beta 
- Further personalisation and finetuning of scalable training 

material (with the support of Alpha users)  
- Select sites/departments/users participating in Beta 

- Ensure 100% 
engagement in 
training 

- At least 85% 
activation 

- Refinement of 
scalable training 
material 
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Beta  
Phase 

- Provide live and asynchronous personalised training to Beta 
users 

- Post-Beta phase survey to check in with clinicians - Beta 
champions validate the process in preparation for broad 
rollout 

- Further personalisation and finetuning of scalable training 
material ahead of the broad rollout 

- At least 75% 
activation 

- Completion of 
scalable training 
material 

Broad 
Rollout 

- Full-scale deployment across remaining users. 
- To optimise long-term adoption, continuous engagement 

with users, via drop-in office hour sessions and 
communications, will be maintained.  

- Regular check-ins with organisational leads will ensure that 
the implementation remains aligned with the organisation's 
goals. 

- Onboarding 
completed: 100% of 
clinicians have 
access to accounts 
and training 

 

Support Pathways 

Ensuring successful adoption requires ongoing support and engagement: 

● Customer Success Team – Dedicated customer success personnel for project 
management support, training, troubleshooting, and performance tracking 

● Self-Serve Training Resources – Access to personalised training materials in 
order to help create a robust and scalable internal resource center for your 
organisation. However, to start we do have Heidi Guides, Learning Center articles, 
and a User Handbook for getting started with Heidi: 

○ Heidi Guides 
○ Learning Center 
○ User Handbook 

● Optional Office Hours - The Heidi team hosts weekly office hours specific to 
your organisation throughout the Alpha and Beta phases, whereby clinicians can 
drop-in and ask product questions, troubleshoot an issue and build templates 

● Regular Check-Ins with Organisation Leads – Cadence determined on kick-off 
but typically once a week, at least for the duration of the alpha phase 

● Priority In-Product Support – Priority support via the Heidi Intercom support 
channel 

We are also able to track and measure user support inquiries for your group that come 
in via Heidi’s support widget and support email (both linked together via Intercom). This 
combined data is displayed for us within an internal dashboard similar to the below 
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image and can be tagged categorically, thereby allowing us to tailor our support model 
and training sessions accordingly, if trends on support needs are identified.  

 

 

 

 

 

 

 

 

Training Modalities 

Training is a combination of interactive guided learning and self-guided modules, 
ensuring flexibility and accessibility for all users. To ensure smooth adoption, we offer 
role-specific training sessions: 

● Train-the-Trainer Model – Heidi Champions play a key role in driving adoption, 
but they are not expected to lead formal training. Instead, we encourage the 
organisation's project team to assist with just the basic support/ training, 
ensuring they feel comfortable and equipped to support their colleagues 

● Admin Training – Focuses on system management, user access, general product 
features and template customisation 

● End-User Live Training – Hands-on sessions to familiarise users with Heidi’s core 
functions and discuss how Heidi fits into their workflows 

● Interactive Online Training & Self-Paced Guides – Optional asynchronous 
training resources are available for users who prefer flexible learning - we highly 
recommend that all users review these and have them as reference 

Project Management Support 
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We offer comprehensive project management support to assist the organisation’s 
project team throughout implementation. Stated above already, but this includes: 

● Regular Correspondence – Ongoing communication to ensure alignment and 
address challenges 

● Interactive Tracking – Tools to monitor progress and ensure implementation 
stays on course 

● Heidi Handbook & Documentation – Comprehensive resources to guide the 
project team 

Customer Success 

Our Customer Success team remains actively engaged with your project management 
team and end users to drive adoption and establish feedback loops. Continuous 
collaboration ensures that Heidi is optimised for your organisation’s needs, with ongoing 
improvements based on user insights. 

● Direct Communication with Users – Regular engagement with users via email, 
training sessions and support channels to reinforce best practices and 
encourage adoption 

● Continuous Product Updates – As Heidi evolves, we ensure your organisation 
takes full advantage of new features and enhancements 

● Feature Voting & Feedback – We strongly encourage users to provide input on 
new feature preferences, helping shape the future of Heidi 

By following this structured approach, your organisation will maximise the benefits of 
Heidi Health, ensuring long-term success in reducing administrative burden and 
enhancing clinician efficiency. 

Risk Assessment & Mitigation Strategies 

Risk Risk Level  Mitigation strategy 

Low clinician buy-in due to 
workflow disruption 

Low Pre-testing, efficient and effective 
onboarding process, strong clinical 
champion advocacy. 
 
Landing page/ Internal organisation 
page for all clinicians to refer to for 
resources. 

Technical issues affecting 
Heidi quality 

Low Rigorously tested infrastructure. 
Prioritised online help support for all 
participants. 
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Breakdown in communications 
between Heidi & 
Organisational Leads 

Low Support dashboard, weekly check-in 
meetings, along with regular usage 
insights provided. 
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STAFF IN-CONFIDENCE 
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Appendix 1 – Risk Matrix 

 

Appendix 2 – Likelihood Table 
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Appendix 3 – Consequence Table 
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