Health New Zealand
Te Whatu Ora

External User — Remote Access

How to access Applications Remotely

Context

External users can access Applications like Clinical Portal, WebPAS, Titanium and Dragon Medical
Workflow Manager PACS through the Remote Gateway.

Procedure

» Open a New browser page (Either an incognito window or private window)

» Type in www.tewhatuora.govt.nz

> Select For Health Professionals

Health New Zealand News and updates  Publications  Jobs search
Te Whatu Ora {

Corporate v Health services and v For health v For health v For New
information programmes professionals providers Zealanders

Health New Zealand
Te Whatu Ora

» Select Webmail and Applications

Health New Zealand Newsandupdates  Publications  Jobs search

Corporate Health services and For health For health For New
information programmes professionals providers Zealanders

A 4 — 4 " g -~ B ) Babh/
Health research Voluntary 35! ceme

Health sector updates Webmail and applications
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» Select Whanganui

» Select External user remote applications access via RDS Gateway

Neodt

My Health Account -

Workforce Whanganui R
Remote Access

Public health alerts
e Staff virtual desk

Voluntary Bonding

» External user remote applications access via RDS Gateway.
Scheme

Instruction sheet: How to use external user remote apps (PDF 725KB)

Webmail and Accessing work emails
applications

.——-’-, P ,_‘V‘

* Access your emails by using your hospital email address via Microsoft Office
A_"\“[ PN g BRIV P P g~

Logging In to rdgateway
» Enter your domain/username in the following format (note wdhb\

wdhblusername T

BACK SLASH
» Enter your Password > Sign In

@,‘f, Work Resources

RemoteApp and Desktop Connection

Help

Domain\user name: IWDH B\Username |

Password: I kkkkkkhkkkkhkkhkkk |

Security

Warning: By logging in to this web page, you confirm
that this computer complies with your organization's
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again.

Windows Server* 2019 Microsoft
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DUO 2FA AUTHENTICATOR

The Username must be in the format of Domain\Username which is WDHB\First time users who have
not registered for Duo 2FA will need to register wither a mobile phone number or a smart phone
application (via Googles Play Store or Apple’s App Store)

NOT REGISTERED WITH DUO

Follow the registration prompts as follows

Start Setup

cisco Protect Your Whanganui District Health
u-' - Board Account

What is this? 4

Two-factor authentication enhances the security of your account by using a
Need help?

secondary device to verify your identity. This prevents anyone but you from
Secured by Duo accessing your account, even if they know your password.

This process will help you set up your account with this added layer of
security.

Start setup

» Select your device

cisco

What type of device are you adding?

\
w

@ Mobile phone recOMMENDED
What is this? O Tablet (iPad, Nexus 7, etc.)
"
Need help? Landline

Secured by Duo
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» Enter your phone number for your notification > Continue

Cisco

Enter your phone number

New Zealand v
What is this? 4

Need help?

164 | XXXXXXXX |+

Secured by Duo

You entered Is this the correct number?

» Select your type of phone > Continue

CIsCo .

B What type of phone is +64 21 565 9807
! ' - iPhone

What is this? [7 Android

Need help? Windows Phone

Secured by Duo Other (and cell phones)

Back

If the following screen populate — Select either

> If you DO NOT have Duo App installed on your phone, follow instruction fi
OR

> Select | have Duo Mobile Installed
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CIsSCO

What is this? 4
Need help?

Install Duo Mobile for iOS o

1. Launch the App Store app and
search for "Duo Mobile".

2. Tap "Get" and then "Install" to
download the app.

duo mobile

m Duo Mobile
Duo Security
| have Duo Mobile installed

Secured by Duo

After you have installed the application on your phone you will need to activate

» Select 2 Use QR code
» Scan QR code off computer with your mobile > Continue

CISCO

\What is this? 4
Need help?

Activate Duo Mobile for iOS

1. Open Duo Mobile.
2. Select Use QR code
3. Scan this barcode.

Email me an activation link instead.

Secured by Duo
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Duo is already installed and set up you will go straight to this page -

» Select your drop-down menu Authentication method
» Recommended Automatically send this device a Duo Push > Continue

Cisco My Settings & Devices

— |
== W l (3 i0S +64 21 565980 JUSTADDED

What is this? 4
Need help?

Default Device: (0OS +64 21 565 980
Secured by Duo

Whenllogin: | Ask me to choose an authentication method v
v
Saved Cont

efault Device: iOS +64 21 565 980

Nhen | log in: | Ask me to choose an authentication method v |
Ask me to choose an authentication method

m ! Automatically send this device a Duo Push
Automatically call this device

If this is the first time authenticating

DUO Test -

Select an authentication method — Duo Push — Send Me a Push

cisco Choose an authentication method

-'I- Duo Push RECOMMENDED Send Me a Push
- A\ 4

What is this? ¢ Q call Me Call Me
Need help?
Secured by Duo Passcode Enter a Passcode

Enroliment successful! This is the Duo login prompt that you'll normally see when logging in.
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Duo already Installed —
If DUO is already setup and installed you will go straight to this page

cisco My Settings & Devices

=S
4 A4 ‘ (3 i0S +64 21 565 980 JUSTADDED

What is this?
Need help?

Default Device: 10S +64 21 565 980
Secured by Duo

When |l login: | Ask me to choose an authentication method v

L J
Saved Cont
pfault Device: (OS +64 21 5685 980

Nhen | leg In: I Ask me 1o choose an authentication method ~ |

Ask me o choose an authentication method

m Automatically send this device a Duo Push |"[
aved !
Automatically call this device

Open your DUO application on your phone

=

Duo Mobile

Select Approve
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Are you logging in to
Microsoft RD Web?

Whanganui District
Health Board

Palmerston North,
MWT, NZ

© 10:13AM

Deny Approve

Work Resources page will then open

> Select Clinical Portal

~  WDHB-AVD-PROD

K F 5 i S =

Clinical Pacs Mini Pacs prod WebPAS Azure
Portal Desktop
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Clinical Portal will then download

Downloads
jF 8. Work Resources

<
’_ ) RemoteApp and Desktop Connection

RemoteApp and Desktops % cpub-iexplore-RDFARMO1-CmsRdsh.rdp

Current folder: /

=) = 2\ VA =) @ 2\ e
Dragon Mini-PACS PACS Prod Provation RISTS Titanium WebPAS WebPASaaS

Medical
Workflow

WebPASaaS
Chrome

Open your download > double click to run your download

> Downloads v O
BB P UL ICAPIVIC- I\ AIMVIV 1~ 151w 1) 2SI EVED €I it IE1HIULE ESRUP Ut T ¢
|l:.‘ cpub-iexplore-RDFARMO1-CmsRdsh 3/03/2025 2:05 pm Remote Desktop Con... 5 KB l f
Select > Connect
& RemoteApp X

O Do you trust the publisher of this RemoteApp program?

This RemoteApp program could harm your local or remote computer. Make sure that you trust the publisher
before you connect to run this program.

Q_;‘ Publisher: WHSVPR-RDCBO1
1Y) Type: RemoteApp program
Path: iexplore https://cp.central health.nz/concerto/Login.ht...
Name: Clinical Portal

Remote computer: WHSVPR-RDCB01.WDHB.LOCAL

Gateway server: rdgateway.wdhb.org.nz

(] Don't ask me again for remote connections from this publisher

v | Show Details Connect Cancel

Document name Page | 9



Health New Zealand | Te Whatu Ora

Starting your App

Enter your Credentials >Username > Password > Submit

Enter your credentials

Username

@wdhb.org.nz

Password

SUBMIT Cancel

IMPORTANT INFORMATION

Please note that if your DUO has not been used for a period of 3 — 6 months to access external
applications, your account will be deleted from Duo and your account for access will be disabled.

If your account is disabled, you will then need to re-apply for external access.
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